A
X )
LTHA

Installing CCTV at Your Home

Explanatory Leaflet

Leeds Jewish Housing Association, Stonegate Way, Queenshill Avenue, Leeds,
LS17 6FD
0113 320 7777
www.ljha.co.uk - info@ljha.co.uk


http://www.ljha.co.uk/
mailto:info@ljha.co.uk

1. Introduction

This document is designed to provide
guidance on installing CCTV at your
home. LJHA have a range of CCTV
cameras across many of our buildings, but
we know that some residents may want to
install their own private devices. It is
important to make you aware of various
considerations:

Domestic CCTV/video recording systems
have become very popular over the recent
years and now range from doorbell systems,
internal cameras, external cameras and
even dashboard cameras for cars.

2. The importance of respecting the
privacy of others

If you use a CCTV system, or are thinking of
using one, you need to make sure that you
are respecting other people’s privacy. If your
CCTV system captures only images within
the boundary of your home (including your
garden), then the data protection laws will
not apply to you.

However, if your CCTV system captures
images of people outside the boundary of
your private domestic property (such as a
neighbours’ home, garden, shared space,
public footpath or street) then there are laws
that apply to you. The General Data
Protection Regulation (GDPR) and the Data
Protection Act 2018 (DPA18) will apply to
you and you will need to ensure that your
use of CCTV system complies with these
laws.

3. Things to consider

You should ask yourself whether CCTV is
the best way to improve your security
depending on the issue you are
experiencing. In some cases, it may be that
better locks, an alarm system, street
lighting, or crime prevention advice are
more appropriate and this may be the
responsibility of LIHA, Leeds City Council,
or West Yorkshire Police.

3.1 Considerations
Think about the following:

e Dol really need CCTV?

e Are there other things | could
use to protect my home?

e What is the privacy friendly way
to set up the system?

e What areas do | want the
cameras to capture?

e Can | position the cameras to
avoid intruding on my
neighbours’ property or any
shared public places?

e Do | need to record the images,
or is a live feed enough?

e Has my CCTV system got
audio- recording facilities?

If you do decide to use CCTV, think about
what areas need to be covered, and whether
your cameras need to capture images
beyond the boundary of your property.
Remember, if your cameras do not capture
images beyond your boundary, the data
protection laws won’t apply to you.

What if my CCTV captures images of people
outside my own home and garden?

If your CCTV captures images beyond your
property such as a neighbours’ property or
public streets and footpaths, then your use of
your system is subject to data protection
laws.

If your CCTV covers these areas then it is
not illegal, but it does mean that as the
CCTV user you are the ‘Data Controller’ of
anything that your system will capture. This
means you will need to comply with legal
obligations under data protection laws by
showing that you respect the rights of the
people whose images you are capturing.

In order to capture images beyond your
property boundary you should have clear and
justifiable reasons for doing so. If asked
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by an individual, or the Information
Commissioner’s Office (ICO), you must be
able to explain your reasons.

What do | need to do?

You will also need to:

e Let your neighbours’ know that you
are thinking about installing CCTV in
case they have any objections. It may
also be useful to invite your
neighbours’ to view the footage you
capture. This may relieve any
complaints they have about your use
of CCTV. It may also avoid disputes
escalating or complaints being made
about your recording.

e Let people know you have installed
CCTV by putting up signs saying that
recording is taking place, and why.

e Ensure you do not capture more
footage than you need to achieve your
purpose in using the system.

e Ensure the security of the footage you
capture — in other words, keep it
secure (this may be keeping your
phone secure if the footage is viewed
by an app) and making sure nobody
can watch it without good reason.

e Ensure the CCTV system is only
operated in ways you intend and can’t
be misused for other reasons, such as
publicly uploading the footage.

e Make sure that anyone you share your
property with, such as family members
who could use the equipment, know
their responsibility.

e Respect the data protection rights of
the people whose images you capture.
This includes: responding to subject
access requests (SARs), if you
receive any. Individuals have a right to
access the personal data you hold
about them, including identifiable
images. They also have the right to

ask for you to delete footage unless
there is a legal reason.

4. What will happen if you break the law

If you do not comply with the obligations
under data protection laws, you may be
subject to enforcement by the Information

Commissioner’s Office (ICO) which

could include a fine. You could also be
subject to legal action by the individual
affected, who could pursue claims for
compensation.

. Use of CCTV as part of Anti-Social Behaviour

or Crime-related investigations

In some cases, LUHA and/or partners may
require access to any footage that your CCTV
device/s capture. If we require access, we will
contact you with as much notice as possible.
Due to the confidential nature of some
investigations, we won’t necessarily be able to
explain why we need access.

More Information

You can find more general information on our
approach to privacy and data protection in our
Privacy Notice, which can be found on our
website at Privacy Notice - Leeds Jewish
Housing Association (ljha.co.uk).
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