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Policy Context

This policy explains how the Association uses Closed-Circuit Television (CCTV) systems to support
the safety, security, and protection of tenants, staff, visitors, buildings, and communal areas.

CCTV may be used to:

+ Deter and detect crime and anti-social behaviour.

* Protect tenants, staff, contractors, and visitors.

* Protect Association assets and property.

» Support safeguarding and health and safety investigations.

+ Support lawful investigations, tenancy enforcement, and regulatory obligations.

Scope

This policy applies to:

» All Association-owned CCTV systems.

» All employees, contractors, suppliers, and third parties with access to CCTV systems or
footage.

» Alllive and recorded CCTV images.

CST (Community Security Trust) are a joint data controller in relation to our CCTV systems, with a
Join Data Controller Agreement in place to govern the usage of the system and remote monitoring.

This policy does not apply to privately owned domestic CCTV or video doorbells installed by
residents. Residents remain responsible for complying with applicable legislation and the conditions
of their tenancy or lease agreement.

Legal and Regulatory Framework

The Association will operate CCTV systems in accordance with:

+ UK GDPR

+ Data Protection Act 2018

* Human Rights Act 1998

* Protection of Freedoms Act 2012

*+ ICO CCTV Guidance

» Home Office Surveillance Camera Code of Practice

The Association will also apply governance and security controls consistent with recognised good
practice for housing sector governance, cyber security, and information assurance.

Principles

The Association will ensure that:

+ CCTV is used only where necessary, proportionate, and justified.
+ CCTV systems have a documented operational purpose.

+ Cameras are positioned to minimise intrusion into private areas.
+ Covert CCTV is not used.

* Audio recording is not used.

» Signage is displayed in monitored areas.
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« CCTV systems are periodically reviewed for effectiveness and necessity.
« Access to footage is restricted and any disclosures are logged in a register.

5 Installation and Governance

New CCTYV systems will only be installed where:

» There is a defined operational, safeguarding, or safety need.

» Alternative measures are not sufficient.

* A documented business justification exists.

» A Data Protection Impact Assessment (DPIA) has been completed where required.

The Data and Systems Manger will maintain a register of CCTV systems including:

* system location;

* system purpose;

* retention period;

* responsible owner;

* review dates; and

* DPIA status where applicable.

6 Security and Storage

Recorded footage will be securely stored using appropriate technical and organisational controls.
The Association will:

» restrict access to authorised personnel only;

* maintain appropriate password and access controls;

» ensure footage is protected from unauthorised access, disclosure, alteration, or deletion;
» ensure suppliers handling CCTV data are subject to appropriate contractual controls;

* maintain audit records of disclosures and significant access activity where appropriate.

7 Retention

CCTV footage will typically be retained for:

» up to 30 days for internal areas; and
» up to 90 days for external areas and main entrances

unless required for:

* active investigations;

* legal proceedings;

* insurance matters;

» safeguarding concerns; or
* regulatory requirements.

Where footage is retained for investigation purposes, it will only be retained for as long as
necessary.

Some legacy systems or specific installations may operate with different retention periods
depending on available storage capacity, particularly where systems pre-date this retention
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schedule. Retention periods will be kept under regular review to ensure they remain appropriate
and proportionate.

Access and Disclosure

Access to live or recorded footage will be limited to authorised persons with a legitimate business
need.

Footage may be disclosed where lawful and necessary, including:

* law enforcement requests;

* legal proceedings;

» safeguarding matters;

» tenancy enforcement;

» employee misconduct investigations;
» fraud investigations; and

* health and safety investigations.

All disclosures should be appropriately recorded and capable of audit review.
Subject Access Requests

Individuals may request access to footage containing their personal data through a Subject Access
Request.

The Association may:

» obscure third-party images where appropriate;

» refuse requests where legal exemptions apply;

» refuse requests where the data subject is not shown;

» refuse or charge for manifestly unfounded or excessive repeat requests.

Requests will be handled in accordance with the Association’s Data Protection and Subject Access
Request procedures. Requests for CCTV are to be made using a specific form which will be made
available upon request.

Responsibilities

The Association is the Data Controller for its CCTV systems and will ensue:

+ systems are operated lawfully and securely;

* access permissions are regularly reviewed;

» retention settings remain appropriate;

+ CCTV systems are maintained and tested;

» suppliers and processors are appropriately managed; and

+ staff with CCTV access receive appropriate training and guidance.

The Board retains overall responsibility for oversight of CCTV management, delegated to the Chief
Executive and Director of Finance and Resources.

The Data and Systems manager is responsible for the day-to-day operation of the system.
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11 Monitoring and Compliance

The Association may periodically review CCTV systems, access controls, retention settings, and
disclosure records to ensure ongoing compliance with legal, regulatory, and internal governance
requirements.

12 Complaints

Concerns regarding CCTV operation or data handling should be raised through the Association’s
complaints processes.

13 Review

This policy will be reviewed every three years or sooner where legislation, operational requirements,
or regulatory guidance changes.
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